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DETAILED ACTION 

Applicant amends claims 1 , 5, 6 and 8. 

Claims 1-2, 4-6, 8 and 9 are presented for examination. 

Continued Examination Under 37 CFR 1.114 
A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .1 7(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 20 
August 2009 has been entered. 

Response to Arguments 

1 . In view of the claim cancellation, the claim objection is withdrawn. 

2. In view of the claim amendments, the claim rejections under 35 U.S.C. 1 1 2, 
second paragraph, are withdrawn. 

3. Applicant's arguments, see Remarks, with respect to the rejections of the claims 
have been fully considered and are persuasive. Therefore, the rejection has been 
withdrawn. However, upon further consideration, a new ground of rejection is made 
infra. However, the Examiner will address issues raised by applicant. 

4. Applicant argues on page 1 0 of Remarks, "The super-function is a substitution 
function that together with the other mapping operations provide the same result as the 
function." 
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While the Examiner may or may not agree with this assertion, the Examiner 
notes h 2 (f'(h 1 (x))) = f(x) implies (h 2 ° f°h l \x)= f(x), ergo the function f is a composition 
of 3 functions, of which one is defined as a "super-function," f. Therefore, one of 
ordinary skill in the art would conquer f is itself defined by the plurality of 
functions f(x) = h 2 (f(h 1 (x))), quite so. 

The fact that the Examiner may not have specifically responded to any particular 
arguments made by Applicant and Applicant's Representative, should not be construed 
as indicating Examiner's agreement therewith. 

Claim Rejections - 35 USC § 101 
35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

5. Claims 1 , 2 and 4-6 are rejected under 35 U.S.C. 101 based on Supreme Court 
precedent and recent Federal Circuit decisions, a 35 U.S.C § 101 process must (1) be 
tied to a particular machine or (2) transform underlying subject matter (such as an 
article or materials) to a different state or thing. In re Bilski et al, 88 USPQ 2d 1385 
CAFC (2008); Diamond v. Diehr, 450 U.S. 175, 184 (1981); Parker v. Flook, 437 U.S. 
584, 588 n.9 (1978); Gottschalk v. Benson, 409 U.S. 63, 70 (1972); Cochrane v. 
Deener, 94 U.S. 780,787-88 (1876). 

An example of a method claim that would not qualify as a statutory process 
would be a claim that recited purely mental steps. Thus, to qualify as a § 101 statutory 
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process, the claim should positively recite the particular machine to which it is tied, for 
example by identifying the apparatus that accomplishes the method steps, or positively 
recite the subject matter that is being transformed, for example by identifying the 
material that is being changed to a different state. 

Here, applicant's method steps are not tied to a particular machine and do not 
perform a transformation. Thus, the claims are non-statutory. 

The mere recitation of the machine in the preamble with an absence of a 
machine in the body of the claim fails to make the claim statutory under 35 USC 1 01 . 
Note the Board of Patent Appeals Informative Opinion Ex parte Langemyer et al. 

Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 1, 2, 4-6, 8 and 9 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Lim (U.S. Pat Pub 2002/0003876 A1), hereinafter referred to as Lim, 
in view of Sibert (U.S. Pat 6832316 B1), hereinafter referred to as Kocher, as evidenced 
by Sibert, James L. "Discrete Mathematics," hereinafter referred to as Hein. 

Re claim 1 : Lim teaches a method to secure an electronic assembly 
implementing a calculation process that includes an elementary operation f(x), the 
method comprising: 
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performing the calculation of f(x) by performing a modified calculation of the 
elementary operation f(x) using a super-function operation acting from and/or to a larger 
set wherein a super-function f [Fig 1 . eit 130: see "48- Bit input and "32-Eut Output" and 
f 1 01 of a function f p a N N - t s \01 k s N is defined as a function f such that 
h 2 {r{h\{ x ))) = f( x ) wherein hi v 3 Us = ;0] is a one-to-one mapping a 3 s t \ 
between a set E a , 3 * s a, and a set E' a ^ s x : N a N * v 3 < \v 

recognize an "expansion permutation" operation maps Input alts to unique output bits 

a v - - \ ^ v \ s x s s and h 2 a - 1 elt to is 

an onto mapping s < 3\ of a set F' \ x N - and a set F a a , , 3 a t 



a \ \ - x ^ N wherein x I R(i-3} ; 32-bit 

a i ' is a member of E V i » a, and f(x) g s v N t N N x \ is a member 
of the set F 32 t I c at? . 

However, Sibert teaches: 

performing an additional calculation by a verification function [Fig 1B, elements: 
18, 24 & 25] on at least one intermediate result [Figs 1A & 1B, elements: 18, 16, 16'] in 
order to obtain a calculation signature (Figs 1 A & 1 B, elements: 1 6 & 1 6'); 
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performing the calculation by the verification function using the result obtained by 
the super function in order to obtain the calculation signature (Fig 1 B, elt 1 8). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have modified the teachings of Lim with the teachings of Sibert, 
for the purpose of authenticating encrypted data and thwart data tampering. 

Re claim 2 : The combination of Lim and Sibert teaches performing at least once 
more all or part of the calculation in order to recalculate said signature and compare 
them in order to detect a possible error (Sibert: Fig 1 B, elements: 18, 24 & 25; col 2, 
lines 8-10). 

Re claim 4 : The combination of Lim and Sibert teaches wherein the calculation of 
the elementary operation can be recomputed using the calculation of the super-function 
(Lim: H2; f3). 

Re claim 5 : The combination of Lim and Sibert teaches: 

moving from E v put 124 t data to E' os. , N , o v,\ by one-to-one function 



; and moving from F' I'hpu; 32-bil bstaj to F ioutpui 32-bb by onto 
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\ \ t o v ; wherein hi and h 2 are mappings such that for any element x of E the following 
equality is true: h 2 {f{h 1 {x)))= f{x) ( eltCIP ER FUNG N \ 

Re claims 6 and 8 : Lim teaches an electronic assembly comprising a calculation 
process processing means that includes performing a calculation that includes an 
elementary operation f(x), wherein the electronic assembly comprising storage means 
for storing instructions to cause the calculation processing (1J14; 1J30) and a smart card 
comprising storage means of a calculation process, processing means of said process 
ttI14;H30): 

performing the calculation of f(x) by performing a modified calculation of the 
elementary operation f(x) using a super-function operation acting from and/or to a larger 
set wherein a super-function f v cOo\ v ^ x x \ d d \ \: \ 
1110 of a function f J p eH C N : - ' N \ is defined as a function f such that 
h(f'fa( x ))) = f( x ) wherein hi p < 1 " is a one-to-one mapping ^ at s d 
between a set E nap- a x a a and a set E' fouipu; 48-b!t data] (Urn: f 8: Heirs, page 



an onto mapping 



of a set F' 



:>n) and h 2 [F 
and a set F 



is 
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, wherein x [RCi-1 } } 32-bit 

dat is a member of E . N s , N and f(x) . ^ \ * x ^ is a member 

of the set F [3 bit data]. 

However, Sibert teaches: 

performing an additional calculation by a verification function [Fig 1B, elements: 
18, 24 & 25] on at least one intermediate result [Figs 1A & 1B, elements: 18, 16, 16'] in 
order to obtain a calculation signature (Figs 1A& 1B, elements: 16 & 16'); 

performing the calculation by the verification function using the result obtained by 
the super function in order to obtain the calculation signature (Fig 1 B, elt 1 8). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have modified the teachings of Lim with the teachings of Sibert, 
for the purpose of authenticating encrypted data and thwart data tampering. 

The combination of Lim and Sibert teaches an electronic assembly secured from 
differential attack and means to execute a verification function used to perform an 
additional calculation on intermediate results in order to obtain a calculation signature 
thereby securing the electronic assembly from differential attack (Sibert: Fig 1B, 
elements: 18, 24 & 25; col 2, lines 8-10). 

Re claim 9 : The combination of Lim and Sibert teaches the calculation of the 
elementary operation can be recomputed using the calculation of the super-function 
(Lim: Fig1 , elt CIPHER FUNCTION contains elements 1 1 0, 1 30 & 1 40 as discussed a 
priori). 
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Conclusion 

Examiner's Note: Examiner has cited particular columns and line numbers in the 
references applied to the claims above for the convenience of the applicant. Although 
the specified citations are representative of the teachings of the art and are applied to 
specific limitations within the individual claim, other passages and figures may apply as 
well. It is respectfully requested from the applicant in preparing responses to fully 
consider the references in entirety as potentially teaching all or part of the claimed 
invention, as well as the text of the passage taught by the prior art or disclosed by the 
examiner. 

In the case of amending the claimed invention, Applicant is respectfully 
requested to indicate the portion(s) of the specification which dictate(s) the structure 
relied on for proper interpretation and also to verify and ascertain the metes and bounds 
of the claimed invention. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to DARREN SCHWARTZ whose telephone number is 
(571)270-3850. The examiner can normally be reached on 7am-4pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571)272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

ID. SV 

Examiner, Art Unit 2435 
/Kimyen Vu/ 

Supervisory Patent Examiner, Art Unit 2435 



